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Definitions:

Internet Information Services (11S): Internet Information Services (lIS) is a flexible and versatile
web server developed by Microsoft, which runs on Windows systems to serve HTML pages or
requested files. We will use it to host our webpage.

=" Microsoft

IN

Certification Authority (CA): A certification authority is a company, organization, or entity
responsible for validating the identities of entities (such as websites, email addresses, businesses, or
individuals) and linking them to cryptographic keys by issuing electronic documents called digital
certificates. In our case, we will use a local certification authority.

The purpose of using a certification authority in our network is to establish a trusted infrastructure for
secure communication and authentication. By implementing a Certification Authority (CA), we ensure
that all entities within our network can be verified and authenticated reliably. This enhances the security
of our network by:

e Authenticating Entities: The CA verifies the identities of various entities such as servers,
clients, and users within our network. This ensures that only authorized entities can access
resources and services.

¢ Secure Communication: The digital certificates issued by the CA facilitate secure
communication by encrypting data transmitted between entities. This encryption helps prevent
unauthorized access and eavesdropping, thus protecting sensitive information.

¢ Preventing Man-in-the-Middle Attacks: Through the use of digital certificates signed by the
CA, we can detect and prevent man-in-the-middle attacks, where a malicious actor intercepts
communication between two parties.
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Configuration Steps:

Below are step-by-step instructions. You will simply need to replicate the screenshots.

e Step I: Creating a Domain and Promoting Your Current Machine

to a Domain Controller:
To begin, we will create a domain and transform your current machine into a domain controller.

e Open the "Server Manager" by clicking on the "Start" menu, selecting "Windows Administrative
Tools," and then clicking on "Server Manager."

e In the Server Manager window, click on "Add roles and features" from the Dashboard or the
Manage menu.

Server Manager * Local Server -@ | P v e e el

e Add Roles and Features Wizard — [m] X

DESTINATION SERVER

Ref ~ ham
Before you begin WIN-QBSODURENBKLGOD | ates
B All Seny e
B§ File an Before You Begin This wizard helps you install roles, role sevices, or features. You determine which rales, role services, or or up Neve:
features to install based on the computing needs of your arganization, such as sharing documents, or

hosting a website.

To remove rales, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

I£ you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

lory (RAM)
To continue, click Next.

[Tasks_ = |
[] Skip this page by default Lt T

WIN-QBIHSODUREN 8198  Error Microsoft-Wind urity-SPP 4/2/2024 8:24:34 AWM I
WIN-QBIHSODUREN 1014 Error Microsoft-Windows-Security-5PP Application 4/2/2024 8:24:14 AM |
WIN-QBIHSODUREN 8200 Error Microsoft-Windows-Security-SPP Application 4/2/2024 8:24:14 AM

i Malwareb

ﬂ £ Type here to search

The Add Roles and Features Wizard will appear. Click "Next" to proceed.
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Manage  Tools

[Tasks ~]
C AL S il -y DESTINATION SERVER
Select installation type WINCRHSODUREN ercorp s
j Neves
& All Sery Download updates only, using Windows Updats
¥E File an Select the installation type. You can install rales and features on a running physical computer or virtual Mever

machine, or on an offline virtual hard disk {VHD}.

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based UTC-08:00) Pacific Time (US & Canada)
or session-based desktap deployment

Not activated

WIN-QBIHSODUREN 8198  Error Microsoft-Windows-Security-5PP Application 4/2/2024 8:24:14 AM
WIN-QBIHSODUREN 1014  Error Microsoft-Windows-Security-SPP Application 4/2/2024 8:24:14 AM
WIN-QBIHSODUREN 8200  Error Microsoft-Windows-Security-SPP Application 4/2/2024 8:24:14 AM

ﬂ P Type here to search

®alwaret

Select "Role-based or feature-based installation" and click "Next."

Manage  Tools

TASKS ¥ |
C | . d’ AL ~ DESTINATION SERVER
Select destination server WIN-QEHSODUREN BRrcorn | Sacir
Download updates only, using Windows Update
¥§ File an Select a server or a virtual hard disk on which to install roles and features. Never
Select 2 server from the server pool
Select a virtual hard disk Resl-Time Protection: On
Server Pool Settings
f On
Filter: | (UTC-08:00) Pacific Time (US & Canada)
Not activated
Mame 1P Address Operating System
WIN-QBIHSODUREN.bkr.... 192.168.140.137  Microsoft Windows Server 2022 Standard Evaluation
035G1 CPU'@ 1.00GHz
e
1 Computer(s) found
This page shows servers that are running Windows Server 2012 or @ newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and Theks w |
newly-added servers from which data collection is still incomplete are not shown. -
v
Ins
WIN-GBIHSODUREN 8198 Error  Microsoft-Windows-Security-SPP Application 4/2/2024 8:24:14 AM
WIN-GBIHSODUREN 1014 Error  Microsoft-Windows-Security-SPP Application 4/2/2024 8:24:14 AM
WIN-GBIHSODUREN 8200 Error  Microsoft-Windows-Security-SPP Application 4/2/2024 8:24:14 AM

n £ Type here to search

Choose the server you want to install the Active Directory Domain Services role on. If it's the local
server, it should be selected by default. Click "Next" to continue.

®alwarebv

4|Page



Manage  Tools  View

[Tasks =
C\ _l ~ T carvar r | DESTINATION SERVER ]
Select server roles WIN-BIHSODUREM bl corp et Haver
Al ey te Downioad updates only, using Windows Update
E§ File an Select one or more roles to install on the selected server, lor Miever

Roles Description

T Active Directory Domain Services ne Protection: On

{AD DS} stores information about
objects on the network and makes

[T] Active Directory Federation Services .
this information available to users

[C] Active Directory Lightweight Directory Services

[ Active Directory Rights Management Services and netwark administrators. AD DS (UTC-08:00) Pacific Time (US & Canada)
[[] Device Health Attestation uses domain controllers to give Not activated

] DHCP Server network users access to permitted

] DNS Server resources anywhere on the network

F Fiot Sesver through a single logon process.
[W] File and Storage Services (2 of 12 installed)

[ Host Guardian Service ’
O Hyperv lory (RAM)]
] Network Policy and Access Services e
[] Print and Document Services
[] Remote Access

[ Remote Deskiop Services
[ Volume Activation Services
O Web Server (Iis)

] Windaws Deplayment Services [Tasks =
] Windows Server Update Services ]

R) Core{TM) i5-1035G1 CPU ¢

< Previaus Cancel |

WIN-QBIHSODUREN 8198  Error Microsoft-Windows-Security-SPP Application 4/2/2024 8:24:14 AM
WIN-QBIHSODUREN 1014 Error Microsoft-Windows-Security-5PP Application  4/2/2024 8:24:14 AM
WIN-QBIHS0DUREN 8200  Error Microsoft-Wind: urity-SPP pplication 4/2/2024 8:24:14 AM

ﬂ R Type here to search

In the Roles section, select "Active Directory Domain Services." A window will pop up, prompting you
to add features required for Active Directory Domain Services. Click "Add Features" and then click
"Next."

™alwareb

Review the information provided about Active Directory Domain Services, and then click "Next."

On the Features page, you can skip this step as no additional features are required. Click "Next."

- @I ['m Manage  Tools Vi

i
. Add Roles and Features Wizard — [m]

| Tasks ~

| 1 I - c DESTINATION SERVER
lation progress WIN-BHSIDURE N kecors

Never
All Sery

v

o

oad updates only, using Windews Upd

File an View installation progress

@ Feoture instaliation

-Time Protection: On

Settings

Active Directory Domain Services
Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools Py (RAM)

You can close this wizard without interrupting running tasks. View task progress or open this
EY  page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

]

‘ WIN-QBIHSODUREN 8198  Error Microsoft-Windows-Security-SPP Application 4/2/2024 8:24:14 AM
‘ WIN-QBIHSODUREN 1014  Error Microsoft-Windows-Security-SPP Application  4/2/2024 8:24:14 AM
1 WIN-QBIHSODUREN 8200  Error Microsoft-Windows-Security-SPP Application  4/2/2024 8:24:14 AM

ﬂ £ Type here to search

Click "Next" through the "AD DS" sections until you reach the "Confirmation" page.

™alwareby
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Review the selections you've made, and then click "Install" to begin the installation process.

P :
Server Manager * Local Server @ | I'A Manage Tools  View  Help

[ Add Roles and Features Wizard m] x

TASKS =

DESTINATION SERVER

Installation progress wikasstOURE e | o

Download updates only, using Windows Update

B& Al Ser

§l AD DS View installation progress lor update Never
R File an @ Feotureinstallation
Real-Time Protection: On
Configuration required. Installation succeeded on WIN-QBIHSODUREN. bkr.corp. Setfings
lrcurity Configuration On

Active Directory Domain Services

7C-08:00) Pacific Time )
Beliiional steipd are tesipinsd 16 foake G b s o Lol BHC AR PacihcTime (1S § Canada)

ot activated
Promote this server to a domain controller Not activates

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
Active Directory Administrative Center

(R) Core{TM) i5-1035GT CPU @

fory (RAM)

B

AD DS Snap-Ins and Command-Line Tools

You can clase this wizard without interrupting running tasks. View task progress or open this
Kl page again by clicking Notifications in the command bar, and then Task Details. v =

Export configuration settings

v

WIN-QBIHSODUREN 8198  Error Microsoft-Windows-Security-SPP Application 4/2/2024 8:24:14 AM
WIN-QBIHSODUREN 1014 Error Microsoft-Windows-Security-SPP Application 4/2/2024 8:24:14 AM
WIN-QBIHSODUREN 8200  Error Microsoft-Windows-Security-SPP Application 4/2/2024 8:24:14 AM

e
Salwareb

H g el Type here to search

| Post-deployment Configura.., |

Configuration required for Active Directory Domain
Services at WIN-QBIHS0DUREN

Promote this server to a domain controller sing Window

o Feature installation
e
Configuration required. Installation succeeded on
WIN-OBIHS0DUREN. bkr.corp.

Add Roles and Features

5 & Canada)
Task Dretails

Once the installation is complete, click on the "Promote this server to a domain controller” link in the
"Notifications" section of the Server Manager.
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- | e 1 o ot

fiu Active Directory Domain Services Configuration Wizard = O *
- e TARGET SERVER
Ser DED Oym@ﬁt COﬂflgu{ ation WIN-QBIHSODUREN. bkr.corp

Deployment Configuration

Select the deployment operation nf

Domain Controlier Cptions ) o .
= ) {_) Add a domain controller to an existing domain

Additional Options ) Add a new domain to an existing forest

Paths ® Add a new forest
Review Cptions

Specify the domain information for this operation
Check

o

Prereguisite i
Root domain name: |bkr.corp

More about deployment configurations

The Active Directory Domain Services Configuration Wizard will appear. Select "Add a new forest" if
you're creating a new domain. Enter the root domain name for your Active Directory forest in the
"Root domain name" field. Click "Next" to continue.

Choose the Forest Functional Level and Domain Functional Level according to your requirements. Click
n "
Next.
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B Local Server

i Al Servers

AD D3

ii File and Storage Ser|

Server Manager * Local Server

PROPERTIES
For WIN-QBIHSODUREN

[TAsks =]

T Active Directory Domain Services Configuration Wizard

TARGET SERVER

Domain Controller Options WIN-QBIHSODUREN bkrcorp

virus
Select functional level of the new forest and root domain fi

Forest functional level: Windows Server 2016 ¥

Domain functional level: Windows Server 2016 &

Additional Options

Paths Specify domain controller capabilities

Domain Name System (DNS) server
| Global Catalog (G0)
Read anly domain controller (RODC)

R

Frarzg

Type the Directory Services Restore Mods (DSRM) password

ation

Mever
e Ty WS e
Download updates only, using Windows Update

Never

Real-Time Protection: On

Settings
On
(Ut

Not activated

00) Pacific Time (US & Canada)

Password;:

Confirm password:

More about domain centroller options

Specify a Directory Services Restore Mode (DSRM) password and click "Next."

5

torage Ser

PROPERTIES
Far WIN-QBIHSODUREN

PR -TTRT-F-T N T-1 =11

= Active Directory Domain Services Configuration Wizard

Additional Options

Deployment Configuration

Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Contraller Cptions

The NetBIOS domain name:

BKR

D3 Cptions

| < Previous | | Next >

TARGET SERVER
WIN-QBIHSODUREN.bkr.corp

/pe here to

search
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Review the NetBIOS domain name, and then click "Next."

TR TS L. 021 1 T L

=

Paths

DPeployment Configuration
Bromain Controlier Cptions

DN5 Options

Additional Cptions

Review Cptions

Prerequisites Check

ffe Active Directory Domain Services Configuration Wizard = O >

TARGET SERVER
WIN-QBIHSODUREN.bkr.corp

Specify the location of the AD DS database. log files, and SYSVOL

Database folder iC:\Windows\NTDS E
i il faider |CAWindows\NTDS [-]
SYSVOL folder: CAWindows\SYSVOL |Z|

Meore about Active Directory paths

| < Previous || Mewt > | [ Install

T

On the Paths page, you can leave the default paths as they are. Click "Next."
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e R R T

fE Active Directory Domain Services Configuration Wizard —

e« Review Options

Dieployment Configuration EE""EW your selections:

|
Domain Controller Options |
DS Options |The new damain name is "bkr.corp™. This is also the name of the new forest.

itic pti | X
Al Signe The MetBIOS name of the domain: BKR

Paths

|Forest Functional Level: Windows Server 2016

Prereguisitas Chack iDomain Functional Level: Windows Server 2016
|Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: No

| x
TARGET SERVER
WIN-QBIHS0DUREN.bkr.corp
T
Caonfigure this server as the first ﬁai.\.r;[}irector}r domain controller in a new forest. i

These sethings can be exported to a Windows PowerShell scnipt to automate

More about installation options

| < Previous | | Next > | | Install

additional installations

| Cancel

Review your selections on the Review Options page, and then click "Next" to proceed.
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ne maramancs

Deployment Configuration

4 o

Domain Confroller Options
DMS Options

Additional Options

Faths

Prerequisites need to be validated before Active Directory Domain Services is installed on this

computer

Rerun prerequisites check

@ View results
!

Windows Server 2022 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows MNT 4.0° that prevents weaker

cryptography algerithms when establishing security channel sessions.

[z Active Directory Domain Services Configuration Wizard O x
) T e TARGET SERVER
= PEHEQUBHEbCthK WIN-QBIHSODUREN.bkr.corp
WL
| ® All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more X
nfig

For more information about this setting, see Knowledge Base article 942564 (httpi// —

go.microsoft.com/fwiink/?Linkld=104751).

L. This computer has at least one physical network adapter that does not have static IP
address{es) assigned to its IP Properties, If both 1Pvd and IPv6 are enabled for a network
adapter, both [Pv4 and IPv6 static IP addresses should be assigned to both [Pvd and
IPwE Properties of the physical network adapter. Such static IP address{es) assignment
should be done to all the physical network adapters for reliable Domain Name System

b If you click Install, the server automatically reboots at the end of the promotion operation.

Maore about prerequisites

< Previous Next >

| Instal

|| Cancel |

The prerequisite checks will be performed. If everything is successful, click "Install" to begin the

installation process.
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You're about to be signed out

The computer is being restarted because Active Directory Domain as installed or

Once the installation is complete, your server will restart automatically. After the restart, your machine
will be transformed into a domain controller, and you'll have successfully created a new domain.

Fa Server Manager

| |’ Manage  Tools  View  Help

1ager * Local Server -

i PROPERTIES

For WIN-QBIHSODUREN

IE Dashboard

0 Local Server
Computer name WIN-QBIHSUDUREN Last installed updates Never
§ All Servers Domain bkr.corp Windows Update Download updates only, using Windows Update
i§l ADDS Last checked for updates Naver
& DNS
¥R File and Storage Services b Microsoft Defender Firewall  Private: On Microsoft Defender Antivirus Real-Time Protection: On
Remote management Enabled Feedback & Diagnostics Settings
Remote Deskiop Disabled IE Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC-08:00) Pacific Time (US & Canada)
Ethemet 1Pv4 address assigned by DHCP, IPv6 enabled Product ID Not activated
Operating system version Microsoft Windows Server 2022 Standard Evaluation Processors Intel(R} Core(TM) i5-1035G1 CPU @ 1.00GHz
Hardware information Microsoft Corporation Virtual Machine Installed memory (RAM) 2GB
Total disk space 2939 GB
EVENTS
All-events | 170 total TASKS ¥
Filter pel (v
Server Name D Severity Source Log Date and Time
WIN-QBIHSODUREN 1014 Warning Microsoft-Windows-DNS Client Events System  4/2/2024 836:59 AM &
'WIN-QBIHSODUREN 10016 Warning Microsoft-Windows-DistributedCOM  System 4/2/2024 8:36:33 AM
WIN-QBIHSODUREN 1074 Warning Microsoft-Windows-DNS Client Events System  4/2/2024 836:51 AM

“ £ Tupe here ta search

You can now log in using the domain credentials you specified during the promotion process.
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e Step 2: Adding the Client to the Domain:

We need to add a client to the domain to verify that our configuration is working as expected. On the
client machine, before proceeding with joining the client to the domain, it's essential to ensure proper
connectivity between the machines and configure the DNS settings on the client machine to point to the
domain controller's IP address. Follow these steps to join the domain we created earlier:

Note: Ensure VMs are in the same network

On the client machine, open the network adapter settings by typing "ncpa.cpl" in the search bar and
pressing Enter. This will open the Network Connections window directly.

Windows IP Conf

t adap

;
4+ B « Network and Internet > Netwark Connections Search Network Connections 0

Organize » Disable thisnetwd = _ e o - I @
Bl Fiheioeth

General

jo=t e | Internet Protocol Version 4 (TCP/|Pvd) Properties
Networking IPv4 Connectivity: Mo network access

Connect using: IPvE Connectivity: Mo network access

General

. = Media State: Enabled! ‘You can get IP settings assigned automatically if your network supports
I8 intel(R) 82574L Gigabt Netwark Cannection this capability, Otherwise, you need to ask your network administrator
Duration; 00:38:35  for the appropriate IP settings.
Configure... Speed: 1.0 Gbps

This connection uses the following tems Detais... (2 Obtain an IP address automatically
¥ B Client for Microsoft Hetworks (®) Use the following IP address:

¥ 2 File and Prirter Sharing for Micmsoft Networks IP address: 192 , 168 . 140 . 136
v| Q05 Packet Scheduler

/ .. ntemet Protocol Version 4 4 e [l :
) | B I Versi (TCR/APYd) ity Subnet mask: 255,255,255, 0

=

=i

[ s Microsoft Network Adapter Muliplexor Protocal sent — R Default gateway: l:l
M 4 Microsoft LLDP Protocel Driver

¥ 5 Intemet Protocal Version 6 (TCP/IPv6) v
< >

Bytes: 192,275 218,760 Obtain DNS server address autor

(@) Use the following DNS server addresses:

. GProperhes E;D\sab\e Diagriose Preferred DNS server: 192 . 168 , 140 , 137
Transmission Cortrol Protocal/Intemet Protocol. The defaut i server: R

wide area network protocol that provides communication
across diverse interconnected networks,

Install... insia Properties

[ validate settings upon exit AFpm—

Cancel

£ Type here to search Malwarebytes

Right-click on the network adapter that is currently active and select "Properties"”.
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In the Properties window, scroll down and select "Internet Protocol Version 4 (TCP/IPv4)" and then
click on the "Properties" button.

In the IPv4 properties window, select the option "Use the following DNS server addresses".

Enter the IP address of the domain controller in the "Preferred DNS server" field.

B[]+ | mspc
Computer View
T s This PC v O D Search This PC

Fal
v g Quick access Folders (7)

[ Desktop ¢ 3D Objects Desktop ] Documents Downloads

=
4 Downloads % ' E = &

1% Documents

J Music ___ Pictures Videos
[&] Pictures -' | -l ﬁ

Music 5 .
b  Devices and drives (2)

System32 X
Local Disk (3}

B Videos

4@ OneDrive

DVD Drive (D)
[ [ovo |
852 GE free of 19.6 GB L]

]

~ [ This PC
Collapse
Manage
Pin to Start
Map network drive...
Open in new window
Pin to Quick access

Disconnect network drive..,
Add a network location

Delete

Rename

Properties

IR

Open File Explorer on the client machine and right-click on "This PC" and select "Properties.” This will
take you to the System window.
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Settings

)

Home

System

%)

o &

B

X

ey

Display

Sound

Notifications & actions

Focus assist

Power & sleep

Storage

Tablet

Multitasking

Projecting to this PC

Shared experiences

Flimbmnrd

About

Your PC is monitored and protected.

See details in Windows Security

Device specifications

Device name
Full device name

Processor

Installed RAM
Device ID
Product ID
System type

Pen and touch

Copy

Rename this PC

DESKTOP-2BB246L
DESKTOP-2BB246L.bkr.corp

Intel(R) Core(TM) i5-1035G1 CPU @ 1.00GHz 119
GHz (2 processors)

2.00 GB
C75F45CE-7241-4638-9398-20AC2241DDOE
(00330-80000-00000-AA735

64-bit ope

ting system, x64-based processor

Touch support with 8 touch points

Windows specifications

Edition
Version

Installed on

Windows 10 Pro
22H2

3/9/2024

3/9/202

In the System window, click on "Advanced system settings" on the left side.

Computer Name

Systern Properties

Hardware Advanced System Protection

Remote

Windows uses the following infarmation to identify your computer
== on the network,

Computer description: ||

Full computer name:

Domain:

To use a wizard to join @ domain or waorkagroup, click

MNetwork 1D.

To rename this computer or change its domain or
warkagroup, click Change.

For example: "Kitchen Computer” or "Mary's
Computer”.

DESKTOP-2BB246L bkr.com
bkr comp

Metwaor 1D

Change...

|

Cancel Enply

e

Related settings

BitLocker settings
Device Manager
Remote desktop
System protection

——— »Advanced system settings

Rename this PC (advanced)

@ Gethelp

& Give feedback

In the System Properties window, click on the "Computer Name" tab, and then click the "Change"
button.
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| | Computer Mame/Domain Changes > lmote
|
| | You can change the name and the membership of this computer
computer. Changes might affect access to network resources.
’ L
Computer name: any's
i DES KTOP-2BB245 |
Full computer name:;
DESKTOP-2BB246L blkr comp
Mare... ;k 0.
{ Member of
(®) Domain:
|bkncnm | ik
() Workgroup:
JK Cancel
!
Oﬁ. Cancﬂ Anphy

In the Computer Name/Domain Changes window, select the "Domain" option and enter the domain
name that you created in Step | into the "Domain" field.

Click "OK" and then enter the credentials of a user account that has permission to join computers to
the domain. This is typically an administrator account on the domain.

After entering the credentials, click "OK" again.

You will receive a message indicating that you have successfully joined the domain. Click "OK" to close
the message.

You will then be prompted to restart the computer. Click "OK" to restart the computer and complete
the process.

After the computer restarts, log in using the domain credentials of a user account that has access to the
domain resources.
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4| System Properties ey
Computer Name  Hardware Advanced System Protection  Remote
- Windows uses the following information to identify your computer
= on the netwaork .
T
Computer description:
For example; "Kitchen Computer” ar "Many's
] Computer”.
i Full computer name: DESKTOP-ZBB246L blkr com
Domain: bkr.com
s
To use a wizard to join a domain or waorkgroup, click
Netweork 1D . MNetwork 1D
{
To rename this computer or change its domain or
warkgroup, click Change. g
L&
'q
i
| Ok Cancel Anply
d

Once logged in, you can verify that the client machine has successfully joined the domain by checking the
domain name in the System Properties or by attempting to access domain resources.
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e Step 3: Installing the Web Server (11S):

We will install the web server (lIS) on the client machine. By default, this will use the HTTP protocol,
which is not secure. We will secure this later.

To install IS on the client machine, follow these steps:

open the Server Manager then click on "Manage" at the top-right corner and select "Add Roles and
Features".

Server Manager * Local Server

i PROPERTIES

For WIN-QBIHS0D

Computer name WIN-QBIHSODUREN Last installed updates Never
Domain bkr.corp date Download updates ont
[ Add Roles and Features Wizard - m} K for updates Never

- C - DESTINATICN SERVER o
irage Service: BeTO(e you beg n WIN-OBILSODUREN bk corp efender Antivirus Real-Time Protection:
: Diay Settings
) ) | Security Configur on
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or & i .
features to instzll based on the computing needs of your organization, such as sharing documents, ar {UTC-08:00) Pacific Tim
hosting a website. Mot activated

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

ory (RAM)
* The Administrator account has a strong password el phley

* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

ace

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[l Skip this page by default

WIN-QBIHSODUREN 6006 Warning Microsoft-Windows-Winlogon Application  4/2/2024 8:36:3% AM

WIN-GBIHSODUREN 6005 Warning Microsoft-Windows-Winlogon Application 4/2/2024 8:35:39 AM
| WIN-OBIHSODUREN 6005 Warnina_ Microsoft-Windows-Winlooon Application 4/2/2024 8:35:39 AM 0
CEBAICES

The Add Roles and Features Wizard will open. Click "Next" on the Before you begin page.
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i PROPERTIES
For WIN-QBIHSODUREN

Computer name WIN-QBIHSODUREN Last installed updates MNever
Domain bkr.corp Windows Update Downio:

iz Add Roles and Features Wizard == [m| X for updates MNever

- . . DESTINATION SERVER i -
ge Service - Select installation type e e
Diagnostics Settings
Before You Begin Select. the installation .type..Vou can \nst.all ml?s and features on a running physical computer or virtual Sty Conhateation ?;FC—OS

machine, or on an offline virtual hard disk (VHD). (

Not acti

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based Intel(R} ¢
or session-based desktop deployment. mory (RAM]) 2GB
ace 29.39 Gt

WIN-QBIHSODUREN 6006 Warning Microsoft-Windows-Winlegon Application  4/2/2024 2:36:39 AM
WIN-QBIHSODUREN 6005 Warning Microsoft-Windows-Winlogon Application 4/2/2024 83539 AM
WIN-CBIHSODUREN 6005 Warning Microsoft-Windows-Winloaon Application  4/2/2024 8:35:38 AM

Select "Role-based or feature-based installation" and click "Next".
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WIN-QBIHS0DUREN

ard . For WIN-OBIHSODUREN
Brver

Computer name
ers Domain

bkr.corp

Last installed updates
Windows Update

Storage Servicey

Before You Bagin

Installation Type

-ﬁ Add Roles and Features Wizard

Select destination server

— a =

DESTIMATION SERVER
WIN-GBIHSODUREN. bkr.corp

Select a server or a virtual hard disk on which to install roles and features,

(®) Select 3 server from the server pool
(71 Select a virtual hard disk

d for updates

lefender Antivirus

Diagnuostics

Never
Download updates ot

Never

Real-Time Protection:

Settings

Security Configuration On

(UTC-08:00) Pacific Tit
Not activated

Server Roles Server Pool
Features =
Intel(R) C f)i5-1
Filter ntel{R) Cors{TM) i5
mory (RAM) 2GB
Name IP Address Operating System ace 29.39 GB
WIN-QBIHSODUREN.bkr.... 192, 137 Microsoft Windows Server 2022 Standard Evaluation
1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,
Install
WIN-QBIHSODUREN 6006  Warning Microsoft-Windows-Winlogon Application 4/2/2024 8:36:39 AM
WIN-QBIHSODUREN 6003 Warning Microsoft-Windows-Winlogon Application 4/2/2024 8:35:39 AM
WIN-OBIHSODUREN 6005 Warning Microsoft-Windows-Winlooon Aoolication 4/2/2024 8:35:39 AM
. . " (]
Choose the server you want to install IS on and click "Next".
ey Add Roles and Features Wizard — O X d

Before You Begin

Installation Type

Server

1 Select server roles

Select one or more roles to install on the selected server,

Roles Description

[] Active Directory Certificate Services

+| Active Directory Domain Services (Installed)
[] Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DNS Server (Installed)

Fax Server

File and Storage Services (2 of 12 installed)
Host Guardian Service

Hyper-V

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

[ Windows Deployment Services

[] Windows Server Update Services

o 1 o

< Previous | | Next >

DESTINATION SERVER

WIN-QBIHSODUREM. bir.corp

Web Server (lIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

i

In the Roles list, select "Web Server (lIS)".
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DKr.com VWIMOOWS L

i O e
! DESTINATION SERVER
= S@lect server rOlP‘: WIN-QBIHSODUREN. kr.corp
= Add Roles and Features Wizard *
— x
Add features that are required for Web Server (IIS)?
ption

The following tools are required to manage this feature, but do not

have to be installed on the same senver, Evey U] Beiavicke s esisb,

eable, and zcalable Web
tion infrastructure,

4 ‘Web Server (lIS)
4 Management Tools
[Toals] 115 Management Console

Include management tooks (if applicable)

|A.dd Featurs‘ ‘ Cancel ‘

| < Previous

Net> | [ nstal

i

A dialog box will appear, prompting you to add features that are required for Web Server (lIS) to
function properly. Click "Add Features".
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Computer name
Bomain

WIN-QBIHSODUREN
bkr.cop

Last installed updates
Windows Update

e Service

s Add Roles and Features Wizard

Select features

Before You Begin

Installation Type
Server Selaction
Server Roles
Web Server Role (15)

Role Sarvices

Canfirmiation

Select one or more features to install on the selected server.

Features

v O
| (W] .NET Framework 4.8 Features {3 of 7 installed)
r ] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache
[] Client for NFS
[1 Containers
[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
| Group Policy Management (Installed)
[] Host Guardian Hyper-V Support
[ /O Quality of Service
[1 1S Hostable Web Core
[] Internet Printing Client
[] 1P Address Management (IPAM) Server
["] LPR Port Monitor

= O

DESTINATIOM SERVER
WIN-QBIHSODUREN bkr.corp

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous | | Mext =

¥ d for updates

efender Antivi
Diagnostics
Security Coni

mory (RAM)
ace

WIN-QBIHSODUREMN 6006
WIN-QBIHSODUREN 6005
WIN-OBIHSODUREM 6005

Warning Microsoft-Windows-Winlogon
Warning Microsoft-Windows-Winlogen

Warnina Microsoft-Windows-Winloaon

Application 4/2/2024 8:36:39 AM
Application  4/2/2024 8:35:39 AM
Application 4/2/2024 8:35:39 AM

Click "Next" through the Features, Web Server Role (IIS), and Role Services pages without making any
changes.
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B o win-QeiHSODUREN

WiN-QBIHSODUREN
Domain bkr.corp

Computer name

Last installed updates
Windows Update

ge Serviced

fE Add Roles and Features Wizard

Confirm installation selections

Before You Bagin

Installation Ty
Server Sslaction
Server Roles B
server ol their check boxes.
2atures

To install the following roles, role services, or features on selected server, click Install,

e Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

= [m} X M forupdates

DESTINATION SERVER R
WIN-CBIHSODUREN bkr corp ELFE ANy

Dragnostics

Security Configuration

Uetault Uocument
Web Server Role (IS) ! o

Directory Browsing
Role Services HTTP Errors

Confirmaf Static Content

Health and Diagnostics
HTTP Logging

Performance

Security
Request Filtering

Export configuration settings
Specify an alternate source path

Static Content Compression

mory (RAM)

ace

Newi

New

Seth
On
uTC

Intel
2 GE

203

Install | | Cancel

WIN-QBIHSODUREN 6006 Warning Microsoft-Windows-Winloegon
WIN-QBIHSODUREN 8005 Warning Microsoft-Windows-Winlogon

Application  4/2/2024 8:36:39 AM
Application  4/2/2024 8:35:39 AM

On the Confirmation page, review your selections and click "Install" to begin the installation process.
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PROPERTIES

1 For WIN-QBIHS0DUREN
,
Computer name WIN-QBIHSODUREN Last installed updates Never
Domain bkr.corp Windows Update Download
[z Add Roles and Features Wizard — ] K g forupdates Never
= . _ DESTINATION SERVER = e
orage Serviced lﬂ Sta”atl@ﬂ preg F2s8S WIN-QBIHSODUREN bir-carp efender Antivirus Real-Time |
Diagnostics Settings
Srcurity C ratio
View installation progress Secarity ConBogration:: O
(UTC-08:00
o Feature installation Mot activat
Installation succeeded on WIN-QBIHSODUREN bkr.corp.
Web Server (IIS) Intel(R) Cot
Management Tools pmory (RAM) 2G8

115 Management Console
Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Loggina

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

ace

2039 GB

< Previous Next > Cancel
WIN-QBIHSODUREN 8200 Error Microsoft-Windows-Security-SPP Application  4/2/2024 8:46:06 AM
WIN-QBIHSODUREN 8198  Error Microsoft-Windows-Security-SPP Application  4/2/2024 8:41:11 AM
‘WIN-OBIHSODUREN 8200  Error Microsoft-Windows-Securitv-SPP Apolication  4/2/2024 8:41:11 AM

Once the installation is complete, click "Close" to exit the wizard.

i Server Manager win-server-2022 on DESKTOP-8QETSMV

O v Server Manager * IS

16216358205

Morage  Tools  View

o SERVERS

% Dashboard m All servers | 1 total
§ Local Server .
Filter o (OB
Il Servers
i ADDS Server ame IPv4 Address  Manageability Last Update Windows Activation
£ DNs

'WIN-QBIHSODUREN 192.168.140,137 Online - Performance counters not started 4/ 8 AM  Not activated
¥R File and Storage Services b

io s

EVENTS S

All events | 0 total [ Tasks -
Fiter o @ - o
ServerName 1D Severity Source Log Date and Time

SERVICES N

All senvices | 3 total [TAsks
Filter £ ®4alwarebytes

Now, IIS is installed on your Windows Server. You can verify the installation by opening the Internet

Information Services (lIS) Manager from the Tools menu in Server Manager.
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== SERVERS
T Dashboard E® aicenvers 100 [
I Local Server ~ ~
a2 Filter bl B~ @~
5 All Servers
i§i AD DS Server Name 1Pvd Address  Manageability Last Update Windows Activation

2}
& DNS e oo

Add Roles and Features

Shut Down Local Server

WIN-QBIHSODUREN 192.168.140.137 Online - Performances

8 File and Storage Services b
e lis

Computer Management
Remote Desktop Cannection
‘Windows PowerShell
Configure NIC Teaming

| Internet Services (lIS) Manager
Manage As
XN Start Performance Counters
All events | 0 total
Refresh
Filter L B> @ copy
ServerName [0 Severity Source log Dateand Time
SERVICES
All services | 3 total
|
| =
@3 Internet Information Services (IIS) Manager - m| b g
@ » WIN-GBHSODUREN » Sites » Default Web Site » @ @
File  View Help
e = 5
B 2 e q Default Web Site Home
- W Start Page = =
i Filter: = W Go -\ ShowAll | Gi g ~ [58]~
.83 WIN-QBIHSODUREN (BKR\AG | o o Shiow b A
12} Application Pools s o
v .[@] Sites Ly R = =
| i : Y b LJ S
> 4 Default Web Site 'g!; \fgﬂ [ =) ion GE—_! e -
Authentic... Compression  Default Directory  ErrorPages  Handler HTTP Logging  MIME Types
Document  Browsing Mappings Respon...

M o= = §

Modules  Output Request  SSL Settings
Caching  Filtering

Management “
Configurat...
Editor
Configure
Limits...
HSTS..
@ Help

< 5| |2 Features View | |72 Content View

Ready S

Al services | 3 total

Filter p @ @
To verify that the web server is functioning as expected, you can follow these steps:

Open a web browser on the client or on another machine connected to the same network as the web
server.

In the browser's address bar, enter the IP address or domain name of the web server. For example, if
the web server's IP address is 192.168.1.100, enter "http://192.168.1.100" or "http://domain-
name".
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Press Enter to access the website hosted on the IS server.
You should see the default homepage or any other web page you have configured on the server.

If you are able to access the website without encountering errors, it means that the web server is
functioning correctly.

[ 1S Windows Server % I win-server-2022 on DESKTOP-9QETSMV

< O  ® Notsecure | bkrcorp/ = L

B8 Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa
£5z% Benvenuto | #2
) b” Bienvenido Hos geldiniz  omwan orma

Bem-vindo

|
Kahug
Vitejte  OplOOTE

Microsoft Willkommen [Velkammen

®alwarebytes

We're boost

P Type here to search i L m
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e Step 4: Installing and configuring Active Directory Certificate

Services:

We will install Active Directory Certificate Services (AD CS) on our server to secure communications
via SSL/TLS. We will select SHA512, the most secure version of the SHA hashing algorithm.

To install Active Directory Certificate Services on a Windows Server, follow these steps:

Open Server Manager then click on "Manage" at the top-right corner and select "Add Roles and
Features”, Click "Next" on the Before you begin page, select "Role-based or feature-based installation"
and click "Next", choose the server you want to install Active Directory Certificate Services on and
click "Next".

| mar e R e e e ey s e D T e

=, Add Roles and Features Wizard — O = -

DESTINATIOM SERVER

I SE|E‘C1: server |'D|ES WIN-QBIHS0DUREN.bkr.corp

B

Select one or more roles to install on the selected server,

Before You Begin

In=tallation Type Roles Description
server Selection i Il Active Directory Certificate Services | Active Directory Certificate Services
Server Roles | Active Directory Domain Services (Instalied) {AD_CS] = tsexlito ;rgate
[] Active Directory Federation Services certification authorities and related
Faatire: g 1 ¥
PR [] Active Directory Lightweight Directory Services role services that‘.allow you tD.ISSUE
[[] Active Directory Rights Management Services and anagecericatesusedina

] Device Health Attestation variety of applications.
[] DHCP Server

| DINS Server (Installed)

] Fax Server

[m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service

[1 Hyper-V

[[] Metwork Policy and Access Services

] Print and Document Services

] Remate Access

[[] Remote Desktop Services

] Volume Activation Services

[m] Web Server {IIS) (2 of 43 installed)

[[1 Windows Deployment Services

[ Windows Server Update Services

< Previous | | Mext = Install

All services | 3 tota

In the Roles list, select "Active Directory Certificate Services".
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Filter el E> ®>

Server Na?ne IPvd Address Manageability Last Update Windows Activation
& Add Roles and Features Wizard — O * _
Services P
- i . DESTINATION SERVER
Se|ect role services WIN-QBIHSODUREN bkr corp

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description
Server Selection Certification Authority Certification Authority Web
Server Roles Certificate Enrollment Policy Web Service Enrollment provides a simple Web

Certificate Enrollment Web Service interface that allows users to

Features e :
N _ertification Authority Web Enrofiment perform tasks such as request and

[ Network Device Enrollment Service renew certificates, retrieve certificate
[ Online Responder revocation lists (CRLs), and enroll for
smart card certificates.

Confirmation

< Previous | | MNext = Install | Cancel

All services | 3 total

A dialog box will appear, please select the same options as shown in the screenshot above and Click
n "
Next".
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-
Server Name

|Pv4 Address

Manageability

Last Update

Windows Activation

= Add Roles and Features Wizard

vices P

- Confirm installation selections

Before You Begin
Instaliation Typa
Server Selection
Server Roles
Features

AD C5

Role Services

DESTINATION SERVER
WIN-OBIHSODUREN. bkr.corp

To install the following roles, role senvices, or features on selected server, click install.

Restart the destination server automatically if required

O

Cptional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

| MET Framewark 4.8 Features
WCF Services
HTTP Activation

Active Directory Certificate Services
Certification Authority
Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service
Certification Authority Web Enroliment

Remote Server Administration Taols
Role Administration Tools

Expart configuration settings
Specify an alternate source path

< Previous | |

Mext =

X -

Install

| | Cancel

All services | 3 total

On the Confirmation page, review your selections and click "Install" to begin the installation process.
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. SERVERS
I58 Dashboard m All servers | 1 total

i Local Server
- Fitter P
BE All Servers
Server Na‘me IPv4 Address Manageability Last Update Windows Activation

& Add Roles and Features Wizard =] O ® -

DESTINATION SERVER

B File and Storage Senvices | |nstallation progress WIN-BIHSODUREN bikr.corp

io is

View installation progress

ﬂ Feature installation

Configuration required, Installation succeedad on WIN-QBIHSODUREN.bkr.corp.

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Services on the
destination server

Configure Active Directory Certificate Services on the destination server
Certification Authority
Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service
Certification Authority Web Enrellment
NET Framework 4.8 Features
WCF Services
HTTP Activation

You can close this wizard without interrupting running tasks. View task progress or open this
%% page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next >

All services | 5 total

Once the installation is complete, After the installation is complete, you will receive a notification flag in
Server Manager indicating that additional configuration is required for Active Directory Certificate
Services.
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I

Post-deployment Configura... |

Configuration reguired for Active Directory
Certificate Services at WIN-QBIHS0DUREN

Configure Active Directory Certificate Services on th..,

Feature installation

e
Installation succeeded on WIN-
QEIHSODUREN. bkr.corp.

Add Roles and Features

Feature installation

_—

Configuration required. Installation succeeded on
WIN-QBIHS0DUREN.bkr.corp.

Add Roles and Features

Task Details

Click on the notification flag to open the Active Directory Certificate Services Configuration Wizard.

- CEDUEDS

iboard
| Serve
arvers

S

5

ind Sto

[ AD CS Configuration — O
B DESTINATION SERVER
Credentials WIN-QBIHSODUREN.bkr.corp

Specify credentials to canfigure role services

Role Services

To install the fallowing role services you must belang to the local Administrators group:
= Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the fallowing role services you must belang to the Enterprise Admins group:
= Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: | BKR\Administrator

More about AD CS Server Rales

ctivation
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In the Configuration Wizard, you'll be prompted to specify credentials to configure role services. You
can leave this at the default settings and click "Next" to proceed.

| COOVEDT

iboard | [ AD C5 Configuration e O X
| Serve

. DESTINATION SERVER
arvers | Role Services WIN-QBIHSODUREN. bkr.corp
5 ctivation
)5 Cradentials Select Role Services to configure _
ind Stal Setup Type Certification Autharity

e Certification Authority Web Enrollment
Online Responder

Prvate Key MNetwork Device Enrollment Service
Cryptography [] Certificate Enroliment Web Service

Certificate Enroliment Policy Web Service

tication Type for C..

Server Certificate

Confirmation

More about AD CS Server Roles

< Previous | | Next > Configure

Next, you'll need to select the role services to configure. please select the same role services as shown
in the screenshot above. Once selected, click "Next" to continue with the configuration process.
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| CEDVEDC

IEE Dashboard | Fx AD CS Configuration — o %
i Local Serve
= DESTINATION SERVER
i Altservers)|  Setup Type WIN-QBIHSODUREN.bkr.corp
B ADCs ctivation
i§i ADDs Specify the setup type of the CA _
&5 DNS
ii File and St Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
i simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage

i

IS

certificates.

(®) Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

validity Period

yaeny (_) Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Authentication Type for €. DS and can be used without a netweork connection {offline).
Server Cerfificate

Confirmation

More about Setup Type

< Previous | | MNext > | Configure

In the Configuration Wizard, select the deployment configuration for Active Directory Certificate
Services. This could be "Enterprise CA" or "Standalone CA", depending on your organization's
requirements. Click "Next" to proceed.
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| CEDVWEDC

Dashboard
Local Serve
All Servers
AD CS

AD DS
DNS

File and 5tg

IS

AD CS Configuration

CA Type

Credentials
Role Services

5

Frivata Keay
Cryptography
CA Name
Validity Pericd

Certificate Database

Server Certificate

Confirmation

ication Type for C.

— O X

DESTINATION SERVER
WIN-QBIHSODUREN.bkr.corp

Specify the type of the CA

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

@ Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

) Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

Maore about CA Type

< Previous | | Next »

ctivation

Choose the type of Certificate Authority you want to set up. For example, you can select "Root CA" if
this is the first CA in your organization's hierarchy. Click "Next".

e apcs Configuration

Private Key

Cradential

Rolz Services

Private

Cryptography
ZA Name

Validity Pariod

Certificate Database

Authentication Type for C...

Server Certificate

Confirmation

=5 ] X

DESTINATION SERVER
WIN-QBIHSODUREN.bkr.corp

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

(®) Create a new private key

Use this option if you do not have a private key or want to create a new private key.

() Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA,
Select a certificate and use its associated private key
Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key
Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

Configure
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| CEDV/EDC

X

ctivation

I
Q.

yoard | B ADCS Configuration s O
Serve
DESTINATION SERVER
wers | Cryptograp hy for CA WIN-QBIHSODUREN.bkrcorp
3
5 Credentials Specify the cryptographic opticns
Role Services
1d Sta Setup Typs Select a cryptographic provider: . Key length:
- CA Type | RSa#Microsoft Software Key Storage Provider v || 2048 “|

Frivate Kay

Select the hash algorithm for signing certificates issued by this CA:

-

Authentication Type for C...
Server Certificats

Confirmation

‘ SHA256

CA Mame SHAZRA

Validity Period [sHAs12
Certificate Databass SHA1
M5

More about Cryptography

[] Allow administrator interaction when the private key is accessed by the CA.

< Previous | | Mext » |

I Configure | Cancel

Select the cryptographic options for the CA. You can choose SHA512 as the hash algorithm for

enhanced security. Click "Next".

iz AD CS Configuration

CA Name

Credentials
Role Services
Setup Type
CA Type

Private Key

Cryptography

Certificate Database
Authentication Type for C...
Server Certificate

Confirmation

Specify the name of the CA

- O x

DESTINATION SERVER
WIN-QBIHS0DUREN.bkr.corp

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA, Distinguished name suffix values are automatically generated but can

be modified,

Commeon name for this CA:

: blr-WIN-QBIHSODUREN-CA-1

Distinguished name suffix:

| DC=bkrDC=comp

Preview of distinguished name:

| CN=bkr-WIN-QBIHSODUREN-CA-1 DC=bkr DC=corp

More about CA Name

< Previous | | Next >

| Configure
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From here, you simply need to replicate the screenshots, as it's pretty straightforward.

e ADCS Caonfiguration — O >
e ) DESTINATION SERVER
Valid |Ty Period WIN-QBIHSO0DUREN. bkr.corp
Credentials Specify the validity period
Role Services
Setup Type Select the validity pericd for the certificate generated for this certification authority {CA)
CA Type 5 | Years Sl
Private Ky CA expiration Date: 4/2/2029 855:00 AM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA MName certificates it will issue,

Certificate Database

Authentication Type for C...

Server Certificats

Confirmation
Mere about Validity Period
< Previous | | Mext > Configure |
f& AD CS Configuration — O x
DESTINATION SERVER
CA Database WIN-QBIHSODUREN.bkr.corp
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CAType [cAWindowsisystema2\Certlog
P key Certificate database log location:
Cryptography ;C:\Windows\systemBZ\CertLog |
CA Name

Validity Pariod

icate Database

Authentication Type for C...
Server Cartificats

Confirmation

More about CA Database

< Previous | | Next = | Configurs | Cancel
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- CEDVEDC

ashboard | & AD CS Configuration S & b
scal Serve

: 3 - DESTINATION SERVER
Iservers | Aythentication Type for CEP WIN-QBIHSODUREN. bkrcorp
BES ctivation
DDs Credentials Select the type of authentication _
NS Role Services
le and St Setup Type ® Windows integrated authentication

- CA Type () Client certificate authentication

Private Kay
= () User name and password
Cryptography

CA Name

Validity Period

Ceriificate Databaze

Server Certificats

Confirmation

More about Authentication Type for CEP

< Previous | | Mext > Conhgure
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| == CCpUEDRS

oard | Bz ADCS Configuration - O X
serve
: DESTINATION SERVER
vers | Server Certificate WIN-QBIHSODUREN.bkr.corp
ctivation
Credentials Specify a Server Authentication Certificate _
Role Services
d Sta Setup Type ‘When communicating with clients, the web service(s) uses Secure Sockets Layer (S5L) protacol to
_ encrypt network traffic.
- CA Type
Private Kay () Choose an existing certificate for S50 encryption (recommended)
Cryptograghy Issued To Issued By Expiration Date
CA Name

Validity Perfed

Certificate Databaze

Authentication Type for C...

Properties | | Refresh

Confirmation
(®) Choose and assign a certificate for S5L later

A, For this role service to function, you must configure this server with a valid certificate.

Maore about Server Certificate

=< Previous || Next > | | Configure | Cancel
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| CERVEDT

yoard
Serve

ners

1d Sto

[ AD CS Configuration

Confirmation

Credentials
Role Services
Setup Type
CA Type
Frivate Key
Cryptography
CA MName
Validity Period
Certificate Database
Authentication Type for C...

Server Certificats

Confirmation

DESTINATION SERVER
WIN-QBIHSODUREN.bkr.corp

To configure the following roles, rele services, or features, dick Configure.

(=) Active Directory Certificate Services

O

Certification Authority

CA Type: Enterprise Root

Cryptographic providen R5A#Microsoft Software Key Storage Provider
Hash Algonthm: SHAS12

Key Length: 2048

Allow Administrator Disabled

Interaction:

Certificate Validity Period: 4/2/2029 8:55:00 AM

Distinguished Name: CM=blkr-WIN-QBIHSODUREN-CA-1,DC=bkr,DC=corp
Certificate Database Location: C:\Windows\system32\Certlog

Certificate Database Log CAWindows\system32\Certlog

Location:

Certification Authority Web Enrollment

Certificate Enrollment Policy Web Service
Authentication Type: Windows Integrated Authentication

ped

ctivation

< Previous Next > | Caonfigure || Cancel
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| CEDVWEDT

rd | = AD CS Configuration == O *
vel
DESTINATION SERVER
5| Results WIN-QBIHSODUREN.bkr.corp
ctiva
The following roles; role services, or features were configured: m
@ Active Directory Certificate Services
stol
Certification Authority 0 Configuration succeeded
l More about CA Configuration

Certification Authority Web Enroliment a Configuration succeeded
More about Web Enroliment Configuration

Certificate Enrollment Policy Web Service o Configuration succeeded

o Before clients can use this web service, a server authentication certificate must be configured
to encrypt communication between clients and the service, Use the IS snap-in to vernfy the
server authentication certificate.

0 Befare clients can use the Certificate Enrollment Policy Web service, Group Policy settings must —
be applied to their computers to direct certificate enroliment requests to the web service.

Maore about CEP Configuration

Cancel

Next >

Server Manager > AD CS

SERVERS
Dashboard AR Al servers | 1total
B Lol Sarmr A Configuration required for Active Directory Certificate Services at WIN-QBIHSODUREN
All Servers -
Fitter P > @~
Server Name 1Pvd Address  Manageability Last Update Windows Activation

]
= DNS Not activated

i= File and Storage Service: Add Roles and Features

i Is Shut Down Local Server
Computer Management
Remote Desktop Connection

Windows PowerShell

Configure NIC Teaming

Certification Authority |

Mariage As ..

Start Performance Counters

Refresh p-]

Copy -
Erver Name 1D Severy Source log Date and Time

cenvnree
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o

E‘Q certsry - [Certification Authority (WIN-CBIHSODUREN.BKR.CORP)]

File Action View Help

(= H > w

pn

iﬂj Certification Authority (WIN-CBIH
> eﬂ blr-WIN-CBIHS0DUREN-CA-

Marme

@ bkr-WIN-CBIHSODUREN-C...

Description

Certification Authority
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j;p certsry - [Certification Authority (WIN-GQBIHS0DUREMN.BKR.CORP\bkr-WIM-QBIHS0DUREN-CA-T\Certificate ... ==

File Action View Help
AL A ANCEE ]

P

| Tl Certification Authority (WIN-QBIF
v g bkr-WIN-CBIHSODUREN-CA-"
|| Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests

| Certificate Ternplates

Mame

E Directory Email Replication

51 Domain Controller Authentication
5 Kerberos Authentication

H EFs Recovery Agent

5 Basic EFS

5 Domain Controller

5 Web Server

)| Computer
& User

& Subordinate Certification Authority
& Administrator

Intended Purpose

Directory Service Email Replication

Client Authentication, Server Authentic...

Client Authentication, Server Authentic...

File Recovery

Encrypting File Systermn

Client Authentication, Server Authentic...

Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, Cl...

<All>

Microsoft Trust List Signing, Encrypting ...

| Kevoked L_ertificates
| Issued Certificates
“| Pending Requests

| Failed Requests

| Certificate Templates @ Basic EFS
Manage in Controller
— EVEr
Rew * uter
WView ¥
dinate Certificatic
Refresh istrator
Export List...
Help

E Domain Controller Autt
i@ Kerberos Authentication

S EFs Recowvery Agent
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5 Certificate Tem plates Console
File Action View Help

&= D EE HE

& Certificate Templates (WIN-CBIF

Ternplate Display Nam‘;
{5 Administrator

;E Authenticated Session
] Basic EFS

& ca Exchange

& cEp Encrypticn

il Code Signing

Schemna Version

e ot Qs S ey

Version Intended Purposes
41
31
3.1
106.0 Private Key Archival
LR

bl com puter 5.

i3] Cross Certification A
& Directory Email Repl
{3 Domain Controller
@ Damain Controller £ Properties
& EFs Recovery Agent
@ Enrollment Agent
1l Enrollment Agent (Computer)

All Tasks

Help

&l Exchange Enrollment Agent (Offline requ...

& Exchange Signature Only
& Exchange User

&l Ipsec

@ IPSec (Offline request)
@ Kerberas Authentication
& Key Recovery Agent

& ocsp Response Signing
(] RAS and I1AS Server

13 Root Certification Authority
J.E Router (Offline request)
i3 Smartcard Logon

=

L < N TR T | PO R Ol

105.0

1150 Directory Service Email Replication

11

110.0 Client Authentication, Server Authentication, Smar
6.1

41

5.1

41

8.1

7.1

8.1

¥i!

110.0 Client Authentication, Server Authentication, Smar
1050 Key Recovery Agent

1010 OCSP Signing

101.0 Client Authentication, Server &uthentication

51

4.1

6.1
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“hem

Properties of Mew Ternplate >

Subject Name Server lssuance Reguirements
Superseded Templates Extensions Security
Compatibility Gerneral  Request Handling  Cryptography  Key Attestation

Template display name:
EKRComp |

Template name:
|BKRComp

Walidity period: Renewal period:

[l v [ flwecks v

[ ] Publish certfficate in Active Directory

Do not automatically reenroll & duplicate certificate exists in Active
Directary

oK Cancel || oy || Heb

3.1

1

Smart i

Smart Ci
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Properties of New Template

Subject Name Server lssuance Requirements

Compatibilty General Request Handling Cryptography = Key Attestation

Superseded Templates Extensions Securty

GI‘OIJD ar user names:

BR Autherticated Users

a Administrator

82 Domain Admins (BKR\Domain Admins)

52 Domain Computers (BKR\Domain Computers)
B Erterprise Admins (BKR\Erterprise Admins)

Add.. || Remove |

Permizsions for Authenticated Users Deny

Full Control 1

Read 1

Write O

Enrall A

Autoenrall 1
For special permissions or advanced settings, click Relvarced
Advanced.

o | e T ey | Fedp

Properties of New Template *

Subject Name Server lssuance Reguirements
Compatibility General Request Handling Cryptography ~ Key Attestation
Superseded Templates Extensions Securty

Group or user names:
SR Autherticated Users

£2 Domain Admins (BKR"Domain Admins}
42 Domain Computers (BKR'\Domain Computers)
2 Enterprise Admins {BKR\Enterprise Admins)

Add... | | Remaove
Permissions for Administrator Allow Deny
Full Cortrol |
Read O
White O
Enroll O
Autoenirol [l
For special permissions or advanced settings, click Bt
Advanced. 1 eaicabdd

ok | o] [ o | [0S

Note: Ensure that "Autoenroll” is selected for all users.
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Help

ites (WIN-OBIH Template Display Nam; Schema Version Version Intended Purposes
{# Code Signing 3.1
| Computer 5.1
1] Cross Certification Authority 105.0
& Directory Email Replication 1150 Directory Service Email Replication
& Domain Controller 41
@ Domain Controller Authentication 1100 Client Authentication, Server Authentication, Smart Card Logon
i3 EFs Recovery Agent 6.1
& Enrollment Agent 4.1
{5 Enroliment Agent (Computer) 5.1
& Exchange Enrollment Agent (Offline requ... 4.1
| Exchange Signature Only 6.1
:E Exchange User 71
& IpSec 8.1
»\E IPSec (Offline request) 7.1

:E Kerberos Authentication

& Key Recovery Agent

i3 ocsp Response Signing

15 RAS and 1AS Server

,E Root Certification Authority

:E Router (Offline request)

i Smartcard Logon

& Smartcard User

JE Subordinate Certification Authority
{3 Trust List Signing

5] User

.\E User Signature Only

{5 Web Server

JE Workstation Authentication

& BKRComp

B o = = = o a0 W PR RO e e b b b b b B =t P P b

110.0 Client Authentication, Server Authentication, Smart Card Logon, KD'C Authe

1050  Key Recovery Agent
101.0  OCSP Signing

1010 Client Authentication, Server Authentication

5.1

41

6.1

1.1

5.1

3.1

3.1

41

41

101.0 Client Authentication

Client Authentication, Server Authentication

e 5¢

w20z H

_4;'@ Certification Authority (WIN-CEBIt
w a_j blr-WIN-CBIHS0DUREM - CA-"
| Revoked Certificates
| lssued Certificates
| Pending Requests

| Failed Requests

P T e
Manage

WView
Refresh
Export List...

Help

MName
& Directory Email Replication
5 Domain Controller Authentication
.5 Kerberos Authentication
] EFs Recovery Agent
5 Basic EFS
nain Controller

> Certificate Template to ssue
- -
iordinate Certification Authority
ninistrator

Intended Purpo

Directory Servic
Client Authenti
Client Authenti
File Recovery
Encrypting File
Client Authenti
= Authenti
Authenti
Encrypting File
= All=
Microsoft Trust
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| 6= H

atid ™ Enable Certificate Templates X[
Wl
B Select one Cedificate Template to enable on this Certification Authonty.
&Y Mote: f a certificate template that was recently created does not appear on this list, you may need to wait unti
Izsy  information abiout this template has been replicated to all domain controllers.
Par All of the cerificate templates in the organization may not be available to your CA.
Fa For more information, see Cedtificate Template Concepts,
ail
Cer MName Intended Purpose it
& Authenticated Session Client Authentication
E BERComp Server Authentication, Client Authentication
T CA Exchange Private Key Archival
E CEP Encryption Cerfficate Request Agent
E Code Signing Code Signing
% Cross Certffication Authority <All>
B Enrolimert Agert Certfficate Request Agert
5] Enroliment Agent {Computer} Cerificate Request Agert
E Exchange Enrollment Agent [Offline request) Cerificate Request Agent
E Exchange Signature Only Secure Email i
1 I 4L = b L
o
;_‘i] certsrv - [Certification Authority (WIN-CBIHS0DUREN.BKR.CORP)\bkr-WIN-CBIHSODUREMN-CA-T\Certificate ... — O *

File

Action

2 [XE

View Help

= H

-
£
=
=

=

ﬁ Certification Authority (WIN-CBIF
v gl blr-WIN-OBIHSODUREMN-CA-"

Revoked Certificates
lssued Certificates
Pending Requests
Failed Requests
Certificate Templates

Mame

& BERComp
& Directory Email Replication

E Domain Controller Authentication
E Kerberos Authentication

H EFs Recovery Agent

5 Basic EFS

E Domain Controller

@ ‘Web Server

= Computer

&l User

5 Subordinate Certification Authority
E Administrator

Intended Purpose

Server Authentication, Client Authentic...

Directory Service Email Replication

Client Authentication, Server Authentic...
Client Authentication, Server Authentic...

File Recovery
Encrypting File System

Client Authentication, Server Authentic...

Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, C...

<All>

Microsoft Trust List Signing, Encrypting ...
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. Best match

o Manage computer certificates
L Control panel

48| Page



ws-Ce

ﬁ certlm - [Certificates - Local Computer\Personal] = O *
File  Action View Help
Ll AR (N =RRCRENN * Bo-
G Certificates - Local Computer H Object Type
y [E] Prersnst Yo
. Find Certificates... RGeS
> B § B Eoheses
y [l In - :
y BT View > Request New Certificate...
> @ v Import
port...
s @ T Refresh
- Export List... Advanced Operations 3
> B C
e Hel
y [ P F
5 || Test Roots
» || Remote Desktop
5 | Certificate Enrollment Rec
» || Smart Card Trusted Roots
» || Trusted Packaged App Ins
s || Trusted Devices
Wk Hecting ¥
£ > < >
Request a new certificate from a certification authority (CA) in your damain

5] Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Mext | Cancel
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5 Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrcllment policy enables enrcllment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy hd
Configured by you Add Mew
Mext | Cancel
- d *

- 5 Certificate Enroliment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enrall.

|  Active Directory Enrollment Policy 1l
BKRComp jrj STATUS: Available Details +
[] Directory Email Replication jrj STATUS: Available Details +

! [JDomain Controller jrj STATUS: Available Details v
[JDomain Controller Authentication jrj STATUS: Available Details v

!
[Jkerberos Authentication jrj STATUS: Available Details v

[15how all templates

Enroll Cancel

Make sure your certificate is displayed above!
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5] Certificate Enrollment

|z

Certificate Installation Results

The following certificates have been enrolled and installed on this computer,

BKRComp

Active Directory Enrollment Policy

J STATUS: Succeeded

Details v

Fll & 52 XE = HFE

Gl Certificates - Local Computer
~ [ Personal
| Certificates

_| Trusted Rooet Certification Au
| Enterprise Trust
| Intermediate Certification Au;
“| Trusted Publishers

+ ) Untrusted Certificates
| Third-Party Root Certificatior|
" Trusted People
~ Client Authentication Issuers

+ 7] Preview Build Roots
“ Test Roots
7| Remote Desktop
“ Certificate Enrollment Reque
_| Smart Card Trusted Roots
7| Trusted Packaged App Install;
| Trusted Devices
“| Web Hosting

> [ Windows Live ID Token Issuer|
| WindowsServerUpdateServicy

Issued To
23] bkr-WIN-OBIHSODUREN-CA-1
 \WIN-OBIHSODUREN. bkr.corp
IN-OBIHSODUREN. bkr.corp
2 WIN-QBIHSODUREN. br.corp

Issued By
bkr-WIN-QBIHSODUREN-CA-1
bkr-WIN-QBIHSODUREN-CA
bla-WIN-GEIHSODUREN-CA
blr-WIN-GBIHSODUREN-CA-1

Expiration Date
4/2/2029
4/2/2025
3/17/2025
4/2/2025

Intended Purposes
<All>

Client Authenticati...
Server Authenticati...
Client Authenticati...

Friendly Name

<None>

=None>
<None>

Status

Certificate Tem...

Domain Contr...

136141311
Domain Contr...

To view the certificate properties, right-click on the certificate you want to inspect then select
"Properties” from the context menu.

The properties of the certificate typically include details such as:

Version, Subject, Issuer, Validity period, Public key, Key usage, Extended Key Usage (EKU), Thumbprint,
Serial number, Signature algorithm, Certificate chain, Certificate policies, Certificate Revocation List
(CRL) distribution points, Authority Information Access (AlA) extensions, Subject Alternative Names
(SAN's), Basic Constraints, Enhanced Key Usage (EKU), Certificate templates used (if applicable),
Revocation status.

These details provide information about the certificate's identity, usage, validity, and associated
cryptographic properties.
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n | Certificate X | p Certificate b8
General General Detalls  Certification Path
- . Show: | <All> v
E ﬁ Certificate Information
Field Value "
This certificate is intended for the following purpose(s): y
» All issuance policies |-_-.T_-|\-'er510r| b
o Al =gkt oalass [i= |serial number 231ceBded7acd6aadTIb 162, .
Signamre algorithm shaS12R5A
Signamre hash algorithm sha512
E]Issuer bkr-WIN-QBIHSODUREN-CA-1,...
= |valid from Tuesday, April 2, 2024 8:49:4...
|-_-'__J\-'alidto Monday, April 2, 2029 8:59:40...
= [ 5 : v
Tssued to: bkr-WIN-QBIMSODUREN-CA-1 [Elg hvinrt hkr ATH-NRTHENN IBER-C 8 -1
Issued by: bkr-WIN-QBIHSODUREN-CA-1
Valid from 4/2/2024 to 4/2/2029
"}? ‘You have a private key that corresponds to this certificate.
Issuer Statement Edit Properties... | | Copy toFile...
n  Certificate >
General Details  Certification Path
Show: | zall> w
Field Value i
[E]valid to Monday, April 2, 202 8:53:40. ..
[=]subject bkr -WIN-QBIHSODUREN-CA-1, ...
Public key RSA (2043 Bits)
\_.;'s_]Puinc key parameters 0500
@Key Usage Digital Signature, Certificate Si...
li7|subject Key Identifier Secdadb3se0c0076d5b7dds2. .
{5 lca version V0.0
|:‘-.']F!:uqir Cnnatraintz Siihiert Tune =& Path 1 ennt 2l

30 82 01 Da 02 82
O0b =0 87 51 33 02
7b 52 bc 61 31 0d
4f £9 ca 83 79 B2
16 b0 22 d2 be =&
af 27 <7 fd 45 bc
fl ae 6o dO 45 a2
22 b2 29 12 92 3b
43 58 =1 28 19 9b

01
78
=1
aa
fd
57
d7
a5
a7

Edit Properties. .. -

01 00 bd cb 49 al b~

10 36 b0 64 93 fe 7b
dt Oc eb a3 77 es Ge
=4 9c 48 as Ze cb cf
al 33 72 5o 1f 49 al
00 d9 d0 =4 52 fe 09
7d 32 10 17 d0 9a el
dd ce 81 12 ea bf b8

de b8 9= 61 =6 =1 Da ¥

Copy to File...

[ oc ]
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tior,

JErs

Jue!

italli

SUEr

|| 25 WIN-QBIHSODUREN bkr.corp b=\

vick

Issued To
bler-WIN-QBIHSODUREN-CA-1
% WIN-CBIHS0DUREN.bkr.corp blr-\ Open

2] WIN-QBIHSODUREN. bkr.corp bkr-\
Cut

Copy
Delete

Properties

Help

2= Certificate Export Wizard

Expiration Date  Intended Purposes

Client Authenticati...

47272025 <MNone>»
Open None>
None>

Request Certificate with New Key...
Renew Certificate with New Key...

Manage Private Keys...
Advanced Operations ¥

E:tPﬂj‘E..-‘.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation

lists from a certificate store to your disk,

& certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept,

To continue, dick Mext,

Mext . Cancel

Friendly Name Status

Certificate

Dernain G
1.3.614.1.
Domain C
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& Certificate Export Wizard

Export Private Key
¥ou can choose to export the private key with the certificate,

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
() Yes, export the private key

(®) Mo, do not export the private key

Mext Cancel
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& ¢ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(®) DER encoded binary ¥.509 {,CER)
() Base-64 encoded ¥.509 {LCER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates {LP7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ((PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Expart all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store (L55T)

Mext I i_CanceE _|
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& ¥ Certificate Export Wizard

File to Export
Spedfy the name of the file you want to export

File name:
C:‘n,l_.lsers‘lﬁdminish'amr.WIN—QBIHSUDURE‘-J‘ﬁesktop‘l,cert‘l,Mysewe| £ Browse... 1

Next | | Cancel
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& &F Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedfied the following settings:

C:\W=ers\Administrator, WIN-QBIHS0D
Export Keys Mo
Incude all certificates in the certification path Mo
File Format DER. Encoded Binary X.509 (*.cer)
£ >

o
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DURER—=—= siminane e e o

& &% Certificate Export Wizard

Completing the Certificate Export Wizard

‘fou have successfully completed the Certificate Export wizard,

You have spedfied the following settings:

Export Keys Certificate Export Wizard X
Indude all certificates in

The export was successful,

File Mame Sbbbemnnlbesinigtrator, WIN-QBIHSOD

File Format gimary ¥, 509 (*.cer)

Finish

Cancel
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iE| = | cert

Home Share View
~ — r | Certificate x
[0 Name - Date mogi|  C=€ral | Details  Certification Path
# Quick access
1] MyserverCert 4272024 9: =
I Desktop of |_a Certificate Information
< Downloads +
= This certificate is i for the pur
E| Documents + » All issuance polides
=] Pictures + + All application policies
& This PC
@ MNetwork
Issued to:  bkr-WIN-QBIHSODUREM-CA-1
Issued by: bkr-WIN-QBIHSODUREN-CA-1
Valid from 4/2/2024 to 4/2/2029
Install Certificate. .. | | Issusr Sistement
Titem  1item selected 891 bytes

Now that the certificate has been created and exported, we will proceed to utilize it by
adding it to our webpage.
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SERVERS
I8 Dashboard All servers | 1 total
i Local Server =
- Filter L '::E:' X 'iE) it
BE All Servers
Eﬁ AD C5 Server Name IPvd Address Manageability
i@ ADDs
" WIN-OBIHSODUREN 192.168.140.137 Online - Performance counters not started
5]
em DNS Add Roles and Features
B§ File and Storage Service Shut Down Local Server

i® IS Computer Management

Remaote Desktop Connection
Windows PowerShell
Configure NIC Teaming

Interniet Information Services (115} Manager

Manage As ...
Start Perforrmance Counters
Refresh

v @~

Copy

ServerMame ID Seventy Source Log Date and Time

I e =

ii:a Internet Information Services (1IS) Manager o O X
0 G surbage [& = @~
File VWiew Help
ue- |2 |8 nternet [nformation:

Application EIET

"@5 Start Page
> Ha ‘WIN-QBIHS0DUREM (BKRVAd

Recent connections

Connect to localhost IS Mews and Information

Name Server

S WIN-QBIHSODUREN localhost

Connect to a senver... IS Downloads [

Connect ta a site... 115 Forums

Cannect to an application... TechNet
MSDN
ASP.NET News

Microsoft Web Platform

IS News Enable IIS

1IS Mews is disabled, click the Enable [IS Mews link to get the most recent online news,

Ready

All services | & total
!
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| A

€5 Internet Information Services (1IS) Manager - O X
& €3 WIN-QBIHSODUREN » e
File View Help |
qé' WIN-QBIHSODUREN Home
v Manage Server
. — e Restart
765 win-OBiHSooUREN @BkeAd] | TR » ¢ Go - (G Show All | Group by: Area - B~ ¢
ASP.NET _ - B 2 || step
".3 \\\% %‘4 rQ "J ! lﬂ;ﬂ ﬁ - View Application Pools
NET NI .MET Error NET METTrust  Application Connection Machine Key Pages and View Sites B
Authorizat.. Compilation Pages Globalization Levels Settings Strings Controls o Get New Web Platfarm
. Components
l_ ‘ﬁ‘ &@ = @ Help
Providers  Session State SMTP E-mail
s ~
] | . F iy,
2 l‘i& ﬁl @ E i ]
ASP Authentic... Compression  Default Directory  Error Pages Failed Handler HTTP
Document  Browsing Request Tra.. Mappings Redirect
E ) = =
O B = & » & O
ISAPland  ISAPIFilters  Logging  MIMETypes  Modules Output Request Server
Respon...  CGIRestri. Caching Filtering Certificates
ﬁf w
Ready
Allservices [ 4 total
| = o~ o~
j | Filter + W Go -5k Show Al | Group by: Area - -
115 -
| 2 Y e | =y,
(V] 404 i 4= {94
ASP Authentic... Compression  Default Directory  Errer Pages Failed Handler HTTP
Document  Browsing Request Tra... Mappings Redirect
% - L
By | = = it = = il
= % i 335 & : = Lgl
HTTP ISAPland  ISAPI Filters Legging  MIME Types  Modules Output Request @  Server
Respon...  CGIl Restri... Caching Filtering  ; Certificates
Worker
Processes
Management ~
Configurat... Feature Shared
Editor Delegaticn Configurat..
[ Features View |73 Content View
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®3 Internet Information Services (II5) Manager

& 93 WIN-QBIHSODUREN »
File View Help
e 8 g‘;ﬂf Server Certificates
gﬂ Stait Pige Use this feature to request and manage certificates that the Web server can use with websites configured for S5L.
~ 45 WIN-QBIHS0DUREN (BKR\Ad
Application Pools Filter: - W Go ~ %Shaw All | Group by: Mo Grouping %
» -L@| Sites . -
Name Issued To Issued By Expiration Date Certificate Has
WIN-CBIHSODUREN. bkr.corp bler-WIN-CBIHSODUREN-CA 4/2/20257:52:51 A...  FC3E2T7D6520
bkr-WIN-QBIHSODUREN-CA-1  bkr-WIN-CQBIHSODUREN-CA-1  4/2/2029 8:52:40 A...  FSDBAS3T4F42
blr-WIN-QBIHSODUREN-CA-1  4/2/2025 9:10:33 A...  BOFFCDDETRA!
bkr-WIN-QBIHSODUREM-CA-1  4/2/20259:10:58 A...  5F629920DESD:
bler-WIN-CBIHSODUREN-CA 3/17/2025 6:26:13 ... 37266C052F2A
WIN-QBIHSODUREM.bkr.corp bkr-WIN-CBIHSODUREMN-CA-1  4/2/2025 8:52:09 A..  30ADDAATDEE
< >
. +| [ Festures View ]I Content View
Ready Fa:
All services | 4 fotal y
I
IBIHSODUREN
. tior
0;3 Server Certificates .
=
(EKRVAd Use this feature to request and manage certificates that the Web server can use with websites configured for S5L. Cr
Ce
H Filter: + W Go ~ % Show All | Group by: Mo Grouping & =
Cr
MName |ssued To Issued By Expiration Date Certificate Has -
Cr
WIM-QBIHSODUREN. bkr.corp blr-WIN-CBIHS0DUREN-CA 4/272025 7:52:51 A, FC3E277D6520 -
bk WM OB HSDDURE =% l. PR T = TP T T RS RAR R R FODEASSTAED Vi
i A.. G9FFCDDETFA: | | X Re
Create Certificate Request.., A, SFE29920DERD: En
Complete Certificate Request... 37266C032F2A £
WIN-QBIHSODUREM. b IDADDAATDEE @ H
Create Domain Certificate...
Create Self-Signed Certificate..,
View...
A Rerove
Enable Automatic Rebind of Renewed Certificate
@ Help
< >
> - Content View
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Create Certificate ? x

Disti ished Name Properti £
Import..

Create Certificate Requ

ser|

~ -85 WIN-QBIHSODUREN (BKR'Ad Complete Certificate Request...

Specify the required information for the certificate. State/province and City/locality must be specified as

Apglication Pools Filter| % 7 i e
Sites official names and they cannot contain abbreviations, Create Domain Certificate...
Mam| te Has R |
Coniman e bicr.comp 06520 Create Self-Signed Certificate...
Qrganization: [374F42
perra: || X

Organizational unit: 1 e
10DEBO Enable Automatic Rebind of

bkr
City/locality 52F24 B_Enewad Certificate

State/province: M7DEE || @ Help

Country/region:

. T Fah i ;
. ;

Content View

? X
| Select Certification Authority 7
Online Certification Authority
Select a certificate authority you want to use:

Filter.  Specify the certification authority within your damain that will sign the certificate. A friendly nant | Certificate Authority Compider

and should be easy to remember.
Nam

Specify Online Certification Autharity:

Example: CertificateAuthorityName\ServerName

Friendly name:
< | | Next Finich

T
5 | B Pt Ve B Comert i [T s

TASKS v |
1
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Create Certificate T *
Online Certification Authority
Filter Specify the certification authority within your domain that will sign the certificate. A friendly name is required
and should be easy to remember, e
Mam ate Has
Specify Online Certification Authority: FO6520
|bkr-WIN-QEIHSvDDUREN-CA-1\WIN-QBIHSODUREN.bkr.mrp Select... 374F42
- DETFAS
Example: CertificateAuthorityMamelServerMame ]
ODEBD:
Friendly name: I52E2A
|www.bkr.corp| RATDEE
Fé Previous : X [ Cancel 3
7 Features View ||72 Content View
r,y e | 1o
€5 Intemet \nfur‘matmn Services {15) Manager = - - m| X
‘e € WIN-QBIHSODUREN » @t @

File View Help

Ser|

Connections

Q- m e;'l Server Certificates

.- Start Page
- ia WIN-CEIHSODUREN (BKR\Ad
“} Application Paols Filter: + ¥ Go - (g% ShowAll | Group by: No Grouping -

Use this feature to request and manage certificates that the Web server can use with websites configured for SSL.

Name Issued To Issued By Expiration Date Certificate Has
'WIN-QBIHS0DUREN bkr.corp bkr-WIM-QBIHSODUREN-CA 4/2/2025 7:52:51 A... FC3E277D6520
bkr-WIN-QBIHSODUREN-CA-1  bkr-WIN-QBIHSODUREN-CA-1  4/2/2029 8:56:40 A... FIDBAG374F42

bkr-WIN-CBIHSODUREN-CA-1  4/2/2025%10:33 A..  69FFCDDETFA!

bkr-WIN-QBIHS0DUREN-CA-1  4/2/2025 %:10:58 A, 5F629920DEBD!

bkr-WIN-CBIHSODUREN-CA 3/17/2025 6:26:13 ... 37266C052F2A

‘WIN-QBIHS0DUREN. bkr.corp bkr-WIN-QBIHSODUREN-CA-1  4/2/2025 8:52:08 A...  30ADDAATDEE

www.bkr.corp www.bkr.corp bkr-WIN-OBIHS0DUREN-CA-1  4/2/20269:2243 A...  7FFC22854%221

Content View

| Sites Create Domain Certificat:

Create Self-Signed Certificate..

Ready

Al services [ 4 Total
I
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| -

wﬁ Internet Information Services (IIS) Manager — (] x
‘& @ » WIN-QBHSODUREN » Sites » Default Web Site » [ BER L 2
File View Help
e fault Web Si —
p 4 Default Web Site Home =
|e Ser| Q- |8 0 Bl Explore
'€ Start Page _ Edit Permissions...
] Filter: - ¢ Go - GhShowAll |G :
82 WIN-QBIHSODUREN (BKR\Ad! ey ¥ 6o b Epbee Arca =
Edit Site
12} Application Pools ASP.NET A P
. indings..
ites & @ & T >
» &) Defauit Web Site 2 & Q 2 E i Posic fetfings;
NET NET NET Error MET  METProfile .METReles .NETTrust .METUsers Application View Applications
Authorizat.. Compilation  Pages  Globalization Levels Settings Viiins Vickinal Divactoriis
q B =
= & R & [ Vgewete
Connection Machine Key Pagesand  Providers  Session State SMTP E-mail 2 Restort
Strings Controls P Start
s Lt .
5 Ty Browse Website
@ “9e] @] Browse 1443 (https)
Authentic... Cempression Default Directery Error Pages Failed Handler HTTP 3] Browse %80 (http]
Document  Browsing Request Tra.. Mappings  Redirect S
- Advanced Settings...
ﬁ = eﬂ F = % Cuntipare
HTTP ISAPIFilters  Logging  MIMETypes  Modules Output Request  SSL Settings Failed Request Tracing...
Respon... Caching Filtering Limits,,
Management HilS
= Y@ Help
< 5| [E Features view Content View
Ready : |

All services [ 4 Total

+ W Go - g Show All | Group by: Area

Edit Permissions

Edit Site

Bindings...

Basic Settings...

View Applications

PRI U BTG A=W SRS ra

- B+

5 Site Bindings i x -
$
Lo 1
NErt' Type Host Mame Port IP Address Binding Informa... ‘ Add... ine Key
ipilatio g
https 443 * S
E http ap g hit
on Stat] Remiove
Hrowss
1entic., Filters
f
| Close
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—| Add Site Binding ? Pt

Type: IP address: Port:
https w| [192.168.140.137 v| 443 | —
Host name:

|w1.-.n-.r. bkr.corp |

[] Require Server Name Indication

[] Disable TLS 1.3 over TCP [] Disable QUIC
[ ] Disable Legacy TLS [] Disable HTTP/2
[] Disable QCSP Stapling

551 certificate:

www. bkr.corp = l Select... .. l View...

QK Cancel
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- (SO

- W Go - G Show All | Group by: Area =2

g . | Site Bindings
NEI— Type Host Mame Port [P Address Binding Informa...
mpilatio

https 443 *
L | - =
: https  www.bkr.corp 443 192.168.140.137
sicn Stat
ad
thentic..
&;Eb
lodules

Close

=
nel

Filt

e Server Manager

Server Manager * DNS

i# Dashboard

B Local Server

All Servers
AD CS
AD DS

File and Storage Services

1S

@ SERVERS
EE All servers | 1 total

Filter

Server Name IPvd Address

Last Update

Add Roles and Features
Shut Down Local Server
Computer Management
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

4/2/2024 9:36:05 AM  Not activated

Windows Activation

DNS Manager

Manage As ...

Start Performance Counters

Refresh

Copy

Server Name v} Severity

WIN-QBIHSODUREN 4012 Waming
WIN-QBIHSODUREN 4013 Warning
WIN-QBIHSOCUREN 4013 Warmning

o

Source

Microsoft-Windows-DMNS-Server-Service
Microsoft-Windows-DNS-Server-Service

Microsoft-Windows-DNS-Server-Service

Log Date and Time

DNS Server 4/2/2024 0:34:55 AM
DNS Server 4/2/2024 8:34:23 AM
DNS Server 4/2/2024 8:02:14 AM
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41 DMS Manager

File

Action  View Help

BEez Hml §8&

1]
-

~ | WIN-QBIHSODUREM. bkr.cory
v [ Forward Leckup Zones
:( _msdcs.bkr.corp
» |zl bkrcorp
Reverse Lookup Zones
+ | Trust Points

» | Conditional Forwarders

£ >

Mame

:-.__'__I_msdcs

j_sites

O tep

T udp
ﬂDomainDnsZones

j ForestDnsZones

E (same as parent folder)
E:l (samne as parent felder)
E:l(same az parent folder)
Elwin-qhihs{)duren

Create a new host resource record.

WIN-QBIHSODUREN 4013 W
WIN-QBIHS0DUREN 4013 W

Type

Start of Authority (SOA)
Mame Server (NS)

Update Server Data File
Reload

Hew Host (A or AAAA)..
Mew Alias (CNAME)...

Data

[24], win-gbihs0duren.bkr....
win-ghihsOduren. bkr.corp,

TTUTTTTAasy
1137

Mew Mail Exchanger (MX])...

New Dromain...

Mew Delegation...
Other New Records...
DMSSEC

All Tasks

Refresh
Export List...
View

Arrange lcons

Line up lcons

Properties

Timestam

Windows Actival
Mot activated

static
static
4272024 ¢
static

ime

:34:55 AM

vice DNS Server 4/2/2024 8:34:23 AM
» wice DNS Server 4/2/2024 8:02:14 AM
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= HE 88

Rl it E -'ta Timestam
skr.cory
‘ones MName {uses parent domain name if blank):
ia ‘ | Windows Activation
ones Fully qualified domain name (FQDM):
| bkr,corp, |
wrders
TP ik g 4], win-gbihsDduren.bkr.... static
‘ | n-gbihsCduren.bkr.corp.  static
[ Create assodated pointer (PTR) record DMS *
[] Allow any authenticated user to update DNS
sSame awner name
o The host record www.bkr.corp was successfully created.,
Add Host - J
ime
»|| < »
L3 ) mmem Lo au [~ w— 1= braes ans
Mame Type Data Timestam
sler.cor "3 T e
i j _sites
T =
P |[Ere W
ones j ~udp
j DomainDnsZones n
—_— j ForestDnsZones
E_;I isame as parent folder] Start of Authorty (S04) [24], win-gbihsOduren.bkr.... static
Q (sarme as parent folder) Mame Server (M5) win-gbihs0duren.bkr.corp. static
@ (sare as parent folder) Huost (A) 192.168.140.137 42752024 £
[E] win-qgbihs0duren Host (4) 192.168.140.137 static

WY

192.168,140.137
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[ 115 Windows Server QETSMV

OO A Notsecure | h#tps//www.bkr.corp

Windows Server

& Certificate

General petails  Certfication Path

|- Certficate Information

This certificate is intended for the following purpose(s):
* Ensures theidentity of a remote computer

Welcomeg

Tssued to: win bir.corp

Tssued by: bkr-WIN-QETHSODUREN-CA-1

Valid from 4/2/2024 to 4/2/2025

Tssuer Statement

™alwarebytes

We're boost
L Type here to search

Or using internet explorer:

e & https://wwrw br.corp/

& 115 Windows Server X

= ? Website Identification

Windows Server
bkr-WIN-QBIHSODUREN-CA-1

nified this site as

www bkr.comp

Internet Information Services R ansm——

Should | trust this site?

View certificates
Biehvenue | Tervetuloa

%z Benvenuto

L 3 h.‘ Bienvenido Hos geldiniz A0 oA Welkom

m-vindo Ll

' Ko
Vitejte oploote \ g ate  Udvozoljlik

X

Microsoft n  Velkommen

™alwarebytes

. We're boost
£ Type here to search L
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Conclusion:
In conclusion, the configuration process involved several key steps:

Creation of a Domain and Transformation into a Domain Controller: This step involved
setting up a domain and promoting a machine to act as a domain controller. It ensured centralized
management of resources and security policies within the network.

Adding the Client to the Domain: The client machine was joined to the domain to allow access to
domain resources and services. This step facilitated user authentication and centralized administration.

Installation of the Web Server (11S): IS was installed on the client machine to host web pages.
While initially using the HTTP protocol, the subsequent configuration for HTTPS was planned to ensure
secure communication.

Installation of Active Directory Certificate Services (AD CS): AD CS was installed on the
server to manage digital certificates. This ensured secure communication via SSL/TLS by providing
cryptographic services, including issuing and managing certificates.

Configuration of Active Directory Certificate Services: During the configuration, the selected
options aligned with security best practices, such as choosing SHA512 as the hash algorithm and
selecting appropriate role services.

Verification of Web Server Functionality: After configuring IIS, the web server's functionality was
verified by accessing hosted web pages, though initially over HTTP.

Viewing Certificate Properties: Properties of certificates were inspected to ensure correct
configurations, including details like version, subject, issuer, validity period, and cryptographic properties.

Utilizing the Certificate: Lastly, the created and exported certificate was utilized by adding it to the
webpage, thus ensuring secure communication via HTTPS.
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Installation of an SSLITLS certificate on the 1IS web server
(alternativelshort version):

After installing the IIS web server, go to the Internet Information Services (lIS) Manager and Open it.

€5 Internet Infarmaticn Services (IIS) Manager

Imipert...

Create Certificate Reguest...

Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate..

Enable Automatic Rebind of
Renewed Certificate

'ﬁ' Help

- x
& §3) WIN-QBIHSODUREN » Sy @
File View Help
sy
rEETE @) WIN-GBIHSODUREN Home
= Start Page " =
Z EWNQ;HWDUREN i | [Fe « ¥ Go - (G ShowAll | Group by: Area - @~
-} Application Pools ASP.NET : ~
~ 8] Sites 2 . q ] ;‘rtf ? 82 [
S 4 & — o
> &€ Default Web Site % 2 e IE, = |ab] ? B ?#?) =
NET NET .NET Error MNET NETTrust  Application Connection Machine Key Pages and Providers  Session State SMTP E-mail
Authorizat.. Compilstion  Pages  Globalization  Levels Settings Strings Contrals
s ~
) Y b | A, '
2 & 4 o B @ B @ @ e &
ASP Authentic... Compression Default Directory Error Pages Failed Handler HTIP HTTP ISAPIand  ISAPI Filters
Document  Browsing Request Tra.. Mappings  Redirsct  Respon..  CGlRestri..
= Ty g i &= )
£ g %ﬂ s| = =il
E b U M =& N &y
logging MIMETypes Modules  Output  Request | Semver Worker
Caching  Filtering | Certificates | Processes
Management -
= 3 o—
I —
B & &
Cenfigurat... Feature Shared
Editor  Delegation Configurat.
£ 5| [ElFeatures View |72 Content View
Ready

%

Click on "Server Certificates" and then Under the "Actions" panel on the right-hand side, choose

"Create Self-Signed Certificate".
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Create Self-Signed Certificate ? >

Specify Friendly Name

=

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

| www-web

Select a certificate store for the new certificate:

Web Hosting o

Enter a friendly name and select a certificate store, Provide a user-friendly name for the certificate

From the drop-down menu, select "Web Hosting" as the certificate store, then click on "OK"

= I

Use this feature to request and manage certificates that the Web server can use with websites configured for 55L

Filter: - Go -5 Show All | Group by: Ma Grouping i

MName Issued To |ssued By Expiration Date Certificate Hash Certificate Stor
WIN-QBIHS0DUREN. bkr.corp bkr-WIN-CBIHS0DUREM-CA 4/2/2025 T:52:51 A... FC3E277D65208914B57CE34A...  Personal
bkr-WIN-GBIHS0DUREM-CA-1  bkr-WIN-QBIHS0DUREN-CA-1  4/2/2029 8:58:40 A... F9DBAS3TAF42360677856676A... Personal

bkr-WIN-CBIHSODUREN-CA-1  4/2/2025 %:10:33 A...  69FFCDDEVFASE3BO18F45F3C...  Personal

bkr-WIN-CQEIHSODUREN-CA-1  4/2/2025 9:10:58 A...  5F629920DES0327210E4E389B...  Personal

bkr-WIN-CBIHS0DUREM-CA 3/17/2025 6:26:13 ... 37266C052F2A0B18E8C246AD...  Personal

WIN-CBIHS0DUREN.bkr.corp blr-WIN-CBIHSODUREN-CA-1  4/2/2025 8:52:09 A...  30DADDAATDEB2C32BF53704F..,  Personal

www.bkr.corp www.bkr.corp bkr-WIN-QBIHSODUREN-CA-1  4/2/2026 9:22:43 A...  TFFC22854922CA34E9B6B9996... Personal
www-web WIN-CBIHS0DUREN. bkr.corp WIN-CBIH50DUREN. bkr.corp 4/1/2025 5:00:00 PM  BTE3BC3613EEADA4DERSBAE... WebHosting

Verify that the certificate has been added successfully
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'eb Site Home

- Go = \.:: Show All | Group by: Area v [
3 e N
Site Bindings ? !?
Type Host Mame Port IP Address Binding Informa... Add.. neKey Pagesand
o https 443 & Controls
http 80 *
https  www.bkr.corp 443 162.168.140.137
El
» ©
Filters  Logging
s
Close

Edit Site

Manage Website

Ston
Stop

Browse Website

| ol [l

Configure

Navigate to the "Bindings" option in the Actions pane on the right, click on "Add" in the ‘site bindings’

wizard to create a new binding.

Specify the binding type HTTPS.

Choose the IP address and port for the binding, select the recently created SSL certificate from the

drop-down list.

Add Site Binding

Type: IP address:

https ~ | [All Unassigned v| |4.43 |
Host name:
Il Require Server Mame Indication

[] Disable TLS 1.3 over TCP

[[] Disable Legacy TLS [] Disable HTTP/2

[[] Disable OCSP Stapling

S5L certificate:

wiww-web Select...

View..,

Cancel

Save the changes by clicking "OK"

Enable "Require SSL" by checking the box and then save the changes by clicking "Apply" in the Actions

pane on the right.
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ormation Services (1IS) Manager

€ » WIN-OBIHSODUREN » Sites » DefaultWebSite » | @ = f
Help
e SSL Settings :
] By Apely ?-—-.,_h
e This page lets you modify the S5L settings for the content of a website or application, Fa Cancel
BIHSODUREN (BKR\Ad @ Heip

slication Pools
5
Default Web Site

Require 551

Client certificates:
@ Ignore
O Accept
) Require

Enable "Require SSL" by checking the box.

Save the changes by clicking "Apply" in the Actions pane on the right.

D 115 Windows Server ® |

O A Notsecure | httss://localhost

n  Certificate X

General Details  Certification Path

This certificate is intended for the following purpose(s):

+ Enzures the identity of a remote computer
« Al issuance policies

Issued to: WIN-QBIHSODURENM.bkr.corp

TIssued by: WIN-QBIHSODUREN, bkr. corp

valid from 4/2/2024 to 4/1/2025

Issuer Statement

[ac ]
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